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Privacy Notice for Job Applicants

Who are we?

St Pauls Advice Centre provides independent and impartial legal advice to the
general public. Our service is confidential, non-judgemental and free. We deal with a
range of welfare benefits, debt, immigration, housing, employment and consumer
enquiry issues.

Our offices are based at 146 Grosvenor Road, St Pauls, Bristol, BS2 8YA.

We are registered on the Information Commissioner's Office Register; registration
number ZA041611 and we act as the Data Controller when processing your data.

Our designated Data Protection Appointed Person is Steve Woodcock, Executive
Director, who can be contacted at steve@stpaulsadvice.org.uk.

This Privacy Notice provides you with the necessary information regarding your
rights and our obligations, and explains how, why and when we process your
personal data.

Information That We Collect
When you apply to work with us, we collect your personal information through your
application form, interview or references so we can process your application.

We only ask for information that is relevant to the role you're applying for.

We'll collect personal details such as name, address, telephone number and email
address, previous job history and experience, qualifications, and any support needs
you may have.

We'll also ask for diversity information like your gender, ethnicity and sexual
orientation. You don't have to tell us this; we will always give you the option of
‘prefer not to say'. If you do, it's always anonymised prior to selection.

We might collect other information depending on whether you've applied for a staff
or volunteer role.

If we offer you a position, we'll ask for:
e References for your previous and current work
Proof of your right to work in the UK, like a valid UK passport or visa
Your national insurance number and P45
Your bank details, so we can pay you

Where it's needed for the role, we might contact the Disclosure and Barring Service
(DBS) for a criminal record check. Once the DBS check is completed and you've
received your certificate, we'd expect you to share this information with us as part of
the background check process.
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This information would include your name, date of birth, place of birth, gender,
position applied for and anything else disclosed on your DBS check.

How We Use Your Personal Data

St Pauls Advice Centre will always process your personal data in a way that is lawful
and fair. We will not process the data in a way that is unduly detrimental,
unexpected or misleading.

The legal basis for processing your personal data is detailed below:

e Legitimate Interest —to process personal data provided by candidates when
conducting the recruitment exercise; for example, to assess and record
information about your qualifications as part of the selection process.

e Legal Obligation —to process certain information as part of a recruitment
exercise, for example checking that a successful candidate has the right to
work in the UK.

St Pauls Advice Centre has a legitimate interest in managing the recruitment
exercise effectively to decide to whom to offer a job. We'll use the information you
give us to decide whether or not you've got the right skills for the role.

We'll use the demographic information to make sure we're employing a diverse
workforce and volunteer community.

Sharing your Personal Data

We keep your information securely on our internal systems. Staff who access your
information have had data protection training to make sure your information is
handled sensitively and securely.

DBS forms are processed securely and confidentially by St Pauls Advice Centre and
DBS. You can read more about DBS checks and processes on the GOV.UK website.

Your Rights
You have the right to access any personal information that St Pauls Advice Centre
processes about you and to request information about the following:
e What personal data we hold about you
The purposes of the processing
The categories of personal data concerned
The recipients to whom the personal data has/will be disclosed
How long we intend to store your personal data for
If we did not collect the data directly from you, information about the source.

Security Measures

St Pauls Advice Centre takes every reasonable measure and precaution to protect
and secure your personal data. We work hard to protect you and your information
from unauthorised access, alteration, disclosure or destruction and have several
layers of security measures in place, including password security, encryptions,
restricted access, IT authentication, firewalls and anti-virus/malware.

How Long We Keep Your Data

St Pauls Advice Centre only ever retains personal information for as long as is
necessary and we have strict review and retention policies in place to meet these
obligations.
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RECORD RETENTION PERIOD

Information, data or record Period for retaining record & accompanying notes

Application forms (for unsuccessful non |Until the position has been filled
short-listed candidates)

Application forms and interview 1 year from date of interview
notes/assessment sheets (for
unsuccessful short-listed candidates)

Documents proving the right to work in |6 years after date employment ceases.

the UK (Must be kept for a minimum of 2 years after
employment ceases)

(Home Office Guidance- Immigration, Asylum and
Nationality Act 2000)

Disclosure and Barring Service Checks |Maximum 6 months
(DBS Code of Practice)

A copy of our full Data Retention and Erasure Policy is available on request.

Lodging a Complaint
St Pauls Advice Centre only processes your personal information in compliance with
this privacy notice and in accordance with the relevant data protection laws.

If, however you wish to raise a complaint regarding the processing of your personal
data or are unsatisfied with how we have handled your information, you have the
right to complain to the person responsible for Data Protection: Steve Woodcock,
Executive Director, who can be contacted at steve@stpaulsadvice.org.uk.

If you are not satisfied with how your complaint has been dealt with, you have the
right to lodge a complaint to the supervisory authority: Information Commissioners
Office https://ico.org.uk/
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